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Abstract:

In the modern world, web is the wellspring of
information and all the resources. Rapid growth in
technology has made it possible to access the
internet from anywhere and download the resources
available. One can easily access the Internet on their
smartphone or Desktop system. The Internet allows
us to install Third-party applications. These third-
party applications are suspicious. Security is the
major issue as these applications can contain
malware which is a threat to the computer system
and stakeholders. One of the top priorities is
preventing fraud by safeguarding stakeholder and
end user data. Credulous users are unable to
distinguish between these malevolent applications.
Some of these applications can be malicious ones
that can gain access to the user system and can
easily tamper the resources. Attackers can inject
various types of malware into these applications and
can easily gain access to or control the system. In
this paper, we have discussed various Algorithms to
detect malware activities that are already designed by
using various Deep learning techniques . Our study
provides a thorough analysis of the inadequacies of
existing malware detection techniques and the
problems associated with security architecture,
security considerations, and ways to improve
efficiency.
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l. Introduction
The scientific revolution, which led to the
development of the computer, began in the early
1500s with the aid of contributions made by great
scientist who simplified thecontext of  computing.
These individual include Von, Jacquard, Babbage,
Herman, Cliffor d, Konard, Alken, Presper, Eckert,

Remington, Ala n and Neumann and others. Early
1980s, mark the beginning of the Information Age
when society saw a rapid transition from core
technology to information technology.
Advances in scientific technology bring anumber of
problems, especially in the field of computers and
different types of malicious files that have arisen
up to that time. Currently, 40000 types of viruses
have been successfully identified, and the number
keepson increasing exponentially.

Elk Cloner, created by a fifteen-year-old
school student named Skrenta, was the first virus
assault to be identified on a second-generation Apple
IMAC system in 1982. Alvi and Farooq developed
Brain named Personal Computer virus to prove that
computer systems are not Immune. Inserting an
infected floppy disc causes the PC to become
infected since "Brain" was capable of reproducing
itself using floppy discs. The entire procedure can
be broken down into three conceptual phases: 1.
Boot Loading 2. Replication 3. Projection. These
viruses developed were harmless and were
developed to point out the security issues present in
the system.

As a result of the software technology's
susceptibility, practises of deploying malware- based
applications have since been quickly expanding. EIk
Cloner and Brain were the two early computer
viruses that were designed to highlight problems
instead of causing any malfunctioning in computers.
Malware, on the other hand, shifts in a harmful
direction in order to interfere with computer
operations, collect personal data, or access private
computer systems.

A few examples of the countless malware
programs that have been discovered over the last
few decades include The Morris, ILOVEYOU,
Melissa, CodeRed, Sasser, Slammer, Stuxnet,
CryptoLocker, and Welchia. These viruses also
underwent mutations as a result of technological
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advancement. All of these computer viruses have
the ability to disseminate through ordinary usage or
downloads, commercial software updates, malicious
intent, or simply by clicking on a specially planted
link, and they may disrupt any software programme
used by the government, data centres, laboratories,
businesses,  corporations, or  organisations.
According to a researcher, since computer viruses
do not emerge from anywhere, someone with access
to the specific computing device must be persuaded
into installing them there. Once it manifests, the
outcome can be extremely disastrous, and several
tragic losses have subsequently been documented.

As firewalls watch over incoming and
outgoing connections to guard against attacks and
disasters, scientists and researchers are working to
develop security features and antivirus packages that
are primarily used to protect, trace, and eliminate
viruses, Trojan horses, worms, and other
ransomware[11]. According to the study analysis
conducted via Hotspot shield, the actual roots of the
firstantivirus are debatable. In 1987, Bernd Robert, a
German computer security specialist, designed a
program to remove Vienna, a virus that
infected.com files on DOS-based systems, and it is
believed that this was the first anti- virus tool to
successfully eliminate a computer virus. For a
variety of platforms, including workstations,
servers, gateways, and mobile devices, there are
several manuals and automatic malware control and
protection methods accessible. These technologies
provide updates on the identification process, and
being proactive is the first step in the preventive
procedure.

From the viewpoint of artificial
intelligence, this study aims to give an examined
summary of malware detection and prevention
approaches. We will give a thorough review of the
limits of existing malware detection systems' use of
artificial intelligence (Al), as well as their potential
for improvement. Finally, we will suggest solutions
to these issues.

We research possible methods for detecting
and preventing malware as well as the possibilities
of artificial intelligence (Al). We present a
comprehensive assessment of artificial intelligence-
based methods for virus detection and prevention
tools. We talk about the shortcomings of the current
approaches and suggest areas for future study.

Avrtificial Intelligenceand Malware
Artificial Intelligence

Al has the potential to replace people by
doing cognitive activities that were previously only
possible with the human mind, many businesses are

eager to capitalize on this technological
development. Al is defined by Nones as the quickly
developing field which can carry out process which
requires human monitoring. However, according to
academics, Al may be wused to enhance
Intelligence(lA) rather than replace the human brain,
value in terms of being identified as a possible
major force behind the present technological
revolution. In order to construct modules that
mimics human brain, consciousness, exploration,
passionate information, thinking, organizing,
creativity and the most important skill which is
being a problem solver.
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Machine learning is one of the numerous
types and methods of achieving artificial
intelligence, allows computers to mimic and adapt
human like behaviour. Machine learning and natural
language processing are two examples of the
different forms and applications of artificial
intelligence. The field of study known as ML can be
summed up as automatic computing processes that
allow computers to achieve Al without having to be
defined by the programmer. Comprehension and
experience using DL and ML serve as foundations
for applications to stop viruses and malware.

Malware

Malware aka badware is an acronym for
suspicious log and scripted files or harmful
software. These programs can take a variety of
forms like viruses, worms, ransomware, keyloggers
etc. which are designed to damage the stakeholders
and the owner of the system. Badware is the
abbreviation for harmful software or applications,
which expand beyond computer systems and into
the web and other connected areas. In 1969 the first
test with uses four machines statistics show that the
number has increased by 1 billion. Growth of
internet has exponentially increased the number of
virus significantly. Rise of the Internet have grown
gradually and significantly since then.
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Fig. 2. Malware Classification by [28].

Malware is any software that has been
intentionally created with nefarious intentions, and
it can be categorized based on its intended use and
method of dissemination. The classification of
malware is shown in Fig.2. A malicious file is
uploaded on the internet where the end users
download them without knowing that the file
contains virus, these files when executed starts
executing and replicating themselves. These can
spread from one systemto another just like biological
virus. Malware programmers replicate and destroys
a computer without the permission or consent of
owner. These harmful files or programmers can also
be obtained through third parties, main source being
the internet where all the suspicious and bad files
are uploaded or automatically gets downloaded by
clicking the bad links.

Research Methodology

The research on Al-based malware
detection  strategies is conducted via a
comprehensive literature  review. Finding,
evaluating, and researching the top methodology is
the main objective of the systematic review. We
initially used a "Search Process" to look for potential
research publications using pre-selected search
phrases or strings, such as "Ai Technology"” AND
("Malware" AND "ldentification" OR "Preventative
measures”) OR "Al" We had to develop these
search parameters, which are based on terms
relevant to malware and ai technologies and their
variations, acronyms, and popular synonyms, to
screen out results from irrelevant research
publications.
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Fig. 3. Paper Classification Process [32]

Related Work

Malware detection protects the system
form different harmful assaults with the use of anti-
malware strategy. There are multiple detection
techniques available today, but as malware
technology advances, the integration of Al is
required and successful virusprotection programs.

For identification, one must first locate the
harmful source code. A technique known as source
finder has been proposed by the researchers to find
out malware repositories from largest database
source available. The study discovered that these
recommended techngiues can detect the malwares
repo with 89% accuracy and 86% r2 score by first
identifying the 7504 badware code using Source
Finder, followed by examination of the different
behaviour of files.

Machine learning algorithms are frequently
used to detect malware. most likely a lot more.
Niharika Sharma assesses malware detection
techniques in her thorough analysis of the static,
dynamic, and hybrid strategies. Additionally, by
combining data mining and machine learning
techniques, the author speeds the identification
process. The study evaluates several malware
detection techniques that rely on data mining and
machine learning

For detection of badware using Artificial
Intelligence techniques, Sanjay has proposed a
technique which focus on opcode of file for
detecting badware using ML techniques. Data
Source has been taken from Kaggle challenge which
includes comparison of different classifiers,
including LMT, Random Forest, NBT. The
proposed technique is demonstrated to be almost
entirely accurate in identifying malware. A
demonstration shows that the suggested method is
virtually 100% accurate in malware detection.

In addition to machine learning, other
approaches to malware detection include cloud
computing, network-based detection systems, virtual
machines, and the use of hybrid techniques and
technologies. Malware detection today makes use of
deep learning and artificial intelligence. Irina
Baptista's et al study which was published in
Science [37], proposes a novel approach for
malware detection using binary visualization and
self- organizing incremental neural networks. A test
was conducted to show how malware payloads might
be found in a variety of file formats, including
Portal Document File (.pdf) and Microsoft
Document File (.doc) files. According to the
experimental ~ findings, ransomware detection
accuracy is 91.7% and 94.1%, respectively.

www.ijemh.com

Page 356



Volume 4, Issue 1, pp: 354-361

International Journal of Engineering, Management and Humanities (IJEMH)

www.ijemh.com

According to the authors, the recommended strategy
successfully identified unknown malware in real
time with an incremental detection rate.

In another research, Syam and Vankata
[38] used artificial intelligence to build a virtual
analyst that could detect hazards and perform the
necessary measures. The researchers separate the
data into supervised and unsupervised categories,
turn the unsupervised data into supervised data
using analyst input, and then automatically update
the system. It evolves the algorithm over time using
its own Active Learning Mechanism, making it
stronger and more efficient.

A team of professionals from Kennesaw
University  suggested an unique Bayesian
optimization-based technique that produces the
required architecture. It is focused on NSI, a test
dataset for intruder detection , and outputs results
clearly show the usefulness. A significantly bigger
intrusion is effectively detected by the resulting
DNN architecture in terms of r2 score and precision.
With BO obtaining the maximum accuracy ,the BO-
GP technique outperforms the random search
optimization strategy.

Malware Detection Using Al

The limits of current methodologies, DL based tech
utilised to identify bad-ware and solutions to these
issues are covered in this section

Malware Detection Techniques

Better bad-ware prevention will result from
implementing various classifier types, and using DL
will enhance the ability of identifying suspicious
activities. Figure shows flowchart for artificial
intelligence-based identification of unknown
malware. Each method of malware detection is
thoroughly reviewed in this section.
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Fig. 4. Classification of Malware Detection Techniques

Signature-Based-Detection
The phrase "signature-based" detection

technique refers to a strategy that aids in
recognizing and detecting assaults by searching for
certain patterns. It consists of four components. In
this approach, developer scans the directory with a
database that contains viral signatures and then
analyze the information to look for malware in the
database. When the pattern gets matched with the
stored data file or directory is declared infected with
virus. Limits of this approach is that it is unable in
identifying undiscovered malware but works well
for known malware. Tress pass Detection System
maintains model which monitors the traffic which
can be used for referring a directory. TDStakes traffic
from different directories and compares the stats
model to detect intrusions.
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Fig. 5. Flow chart of Al Based Unknown Malware Detection Techniques

Anomaly-based-Technique

This technique is essential for addressing
security concerns and defending networks from
malicious activity [43]. It allows us the
identification of unidentified badware by using
classification to the activities of the system,
approaches amplifies the limit of pattern or footprint
technique. An advantage of tracking activities is
been given by the switch from pattern mappers to
classification-basedapproach.
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Fig. 8. Common anomaly-based network IDS [43]

Heuristic-based DetectionTechnique

The use of Deep Learning amplifies the
badware detection when used with pattern and
anomaly based approach. It combines the genetic
algorithm and neural network and generates a
framework that can detect distinct badwares in real
time which improves the efficiency and
performance. It utilizes the traits which includes the
inheritance that helps to achieve desired results
without knowing the system. It is improvised by
combining the mathematical and pattern tools
together. The characteristics of heuristic methods
are show in Fig.

Feature in use for
heuristic methods
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Fig. 10. Heuristic Methods Features [46]

Malware Detection byAdopting Al

Malware has been evolving and has large diversity,
until now only some of them have been identified
successfully. This makes it difficult to protect the
system from cyberpunk.

Due to the fast growth in Al, various techniques
have been developed which can be utilized to
develop AV systems that can prevent, detect and
remove badware from the system. Here we have
discussed methods, their results and potential
drawbacks.

Tal and Mendel were the first two guys who
conducted the experiments and discovered a virtual
monitoring technique that can be utilised to fight
against the bad software and bad hardware.

They proposed a framework that increases the
resistivity of the system by using a transparent
Tresspass Detection System (TDS). Results from the
experiments suggested that a VM monitor can utilize
distinct moderate and primary host software

interactions. The limitation of VM is that it can
throw numericalerrors and resistance to tampering.
A graph network calls the APl Sequence from the
badware scripts and generates a Directed Graph.
Designing is formulated by analyzing sub-
components of the system. The performance of the
approach is also examined and contrasted. The
evaluation's findings show that the greatest accuracy
is 98.32.

A lightweight machine learning-based
approach is proposed by Yu and Wen[50] on
badware on OS devices. Features are extracted using
static and dynamic analysis. Brand new PCA-
RELIEF approaches have been used for property
identification and the removal of outliers. GCN
classifiers have been utilized because of their lower
error rate.
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Fig. 11. A High-Level View of our VMI-Base [48]
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Fig. 12. GCN-based malware detection system framework [49]

Discussion and Limitations

The limitations of earlier techniques were
covered in previous discussions of various malware
detection methods. To cope with cutting-edge
methods for malware detection and prevention, it is
essential to anlayze the shortcomings of detection
systems. We address the shortcomings of the
techniques that are being used in this area and
provide solutions.
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The main drawback of pattern mapping is
that it is unable to identify unidentified badware
activity. Update Because some specific bad wares
can alter the BIOS of the infected system, updating
the directory solves the problem. The pattern
scanning method was developed to address these
problems, but it can't delete the bad files from the
system. This method can still detect unknown
viruses.

Heuristic analysis has two phases static and
dynamic. Here code mapping process is performed
which is challenging because badware has distinct
properties that behave in different ways. Even
though a dynamic procedure is a long procedure but
it performs better than the static one. The drawback
of dynamic phase is its inability for identifying
executable virus in certain circumstances. The user
might stop the heuristic dynamic analysis by
completing any action. System Integration address
problem of dynamic phase inability to consistently
identify malware when performance discounted due
to past failures. The beginning state of a file is
usually assumed to be unaffected by integrity
verification, however this is frequently untrue.

Multiple malware detection methods are
actively looking for harmful software programmers.
Dynamic solutions are required to cut down on the
time spent analyzing malware features, and more
advanced techniques should be used to identify
harmful behavior which increases the classification
strategies. The clever badware has evolved in recent
years, and the use of DL tech which can be used for
creation as well as protection has been enhanced.

Il.  Conclusion

Malware or malicious software may disrupt
computer systems, websites, and applications across
range of e-commerce, particularly educational
institutions. The development of AV systems are
benefited from the Al. With such a focus, this study
provided overall analysis of malware classification
andstrategies. An effort to give a concise summary of
badware, artificial intelligence, and it's storytelling.
In section three, a discussion of the current state of
malware detection system was followed by a list of
the programmer's shortcomings.

Likely on any system, malware detection
approaches have variety of drawbacks in addition to
new properties. Research has shown that DL is
potential domain which can be used for the creation
of resistant system for detecting and deleting
badware or threats associated with applications in
the direction of a technological utopia. In order
to make a conclusion, we examine a variety of
solutionsto the problem we've found ,with the stated

goal of advancing Malware Detection and
Prevention-related achievements.
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